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Abstract

Progress in artificial intelligence makes the technology increasingly
relevant to military applications. In particular, autonomous weapons could
be of great military use: Autonomous weapons could achieve goals more ef-
fectively and more efficiently than humans or human-operated weapons. In
this policy brief, the potential impact of implementing autonomous weapons
on the behavior and decision-making of the military is discussed. The most
probable positive impact, greater adherence to humanitarian law on the
battlefield, is outweighed by the most probable negative impact, a disruption
of the military chain of command and the security risks that follow from
that disruption. This creates a strategic paradox: Even though autonomous
weapons could help the military achieve goals more effectively and more
efficiently, autonomous weapons would strategically undermine the military
by disrupting the chain of command and by creating a great security risk.
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1 Introduction: Peace and war

We live in increasingly peaceful times. On average, fewer humans are experi-
encing violence today than ever before [1], and there are fewer and less violent
armed conflicts between states than ever before [2, 3]. At the same time, warfare
capabilities are growing; perhaps not in the sense of the absolute volume of
firepower, but certainly in terms of the technological sophisticiation of warfare
machinery. Technological progress of military machinery, including weaponry,
is not surprising. After all, more advanced weaponry can, all else being equal,
provide both specific tactical advantages on the battlefield and more general
strategic advantages in military policy as well as in war.

Artificial intelligence is an umbrella term for software that is able to achieve
goals in an «intelligent» manner by incorporating environmental stimuli that
are not part of a pre-programmed routine. In a very general sense, artificial
intelligence can have similar benefits in military applications as it does in civil-
ian contexts: Goals can be achieved more efficiently, more effectively, or both.
Artificial intelligence in military applications, however, is more controversial
than in civilian applications, because the goals that are being pursued in the
military context are quite different from goals that are being pursued in civilian
contexts. Creating cars that drive autonomously, for example, is very different
from creating weapons that autonomously destroy targets and incapacitate or
kill humans. Consequently, there is an ongoing and intense debate on the legal
and moral nature of autonomous weapons [4]].

The formal legal status of autonomous weapons (whether and in which cir-
cumstances they are legal) follows from their moral status. But what is the moral
status of autonomous weapons? Should we want autonomous weapons to exist
and to be implemented by military forces? The idea of autonomous weapons
creates some understandable intuitive moral concerns. However, just because
autonomous weapons might not feel quite right does not mean that they are
undesirable from a more rational point of view (and vice versa). In this policy
brief, autonomous weapons are discussed not in terms of a priori (deontological)
moral implications, but instead in terms of the potential impact autonomous
weapons might have if they were implemented by military forces.

1.1 How viable is the technology?

Weapons that are partially or fully automated exist today, but truly autonomous
weapons do not. The current debate about autonomous weapons is therefore not
a debate about technology that could immediately be implemented, but rather a
debate about a potential future category of weapons technology [5].
Autonomous weapons are weapons that are able to achieve the goals they
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are given by interacting with their environment in ways that go beyond simple
stimulus-response automation. In essence, autonomous weapons have to have the
complex decision-making capabilities that humans have, be it as soldiers on the
ground or as commanders higher in the military decision-making chain. Achieving
the necessary level of technological sophistication might simply be a matter of
incremental technological progress. But it is also possible that autonomous
weapons require a categorical technological jump to so-called artificial general
intelligence [6]]. Artificial general intelligence is artificial intelligence that is able
to operate in domains for which it was neither designed nor trained. By doing
so, artificial general intelligence would be intelligent in much the same way we
humans are intelligent. In order to achieve our goals, we are able to operate across
all kinds of domains, not just withing the very narrow domain in which the goal
we are trying to achieve is located.

It is not clear whether autonomous weapons really require artificial general
intelligence, and it is not clear when, if ever, artificial general intelligence will
emerge [7]. For the purpose of this policy brief, it is simply assumed that truly
autonomous weapons in the sense of sufficiently intelligent weapons for battlefield
deployment will become a reality, either through incremental advantages in
«regular» Al technology or through artificial general intelligence.

2 Potential outcomes of introducing autonomous
weapons

The impact autonomous weapons could have on humankind is very difficult to
predict. There are many aspects of society that could, in one way or another, be
affected by the introduction of autonomous weapons. The focus of this policy
brief is on a «big picture», macro-level perspective. This means that this policy
brief does not address how specific military forces might make use of specific
forms of autonomous weapons in specific situations. Instead, the question of
interest here is how autonomous weapons technology might impact the military
in a general and principled way: If we assume countries’ military forces to be
rational actors, how might autonomous weapons affect their behavior, directly or
indirectly?

Some potential ways in which autonomous weapons might influence the
behavior of military forces are discussed in the following sections. These potential
outcomes are not a complete list, but they represent some plausible outcomes
with non-trivial probabilities on a spectrum from best to worst. The spectrum
represents an evaluation of the potential outcomes from the perspective of a
democratic society. The rational goals of a democratic society with regards to its
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military’s behavior are effectiveness, efficiency, adherence to moral principles,
and, all else being equal, as little armed conflict as possible.

2.1 Best outcome: End of war

War is a continuation of politics, as the famous saying by von Clausewitz goes [8].
In the past century, however, the status of war has changed. In the Charter of the
United Nations of 1945, international war was declared illegitimate in principle,
except in cases of self-defence in which a country defends against an aggressor
country [9}10]. This is the basis of modern-day jus ad bellum, the criteria that
specify when war is legitimate and when it is not. War still exists today, and
military conflicts even between great powers are not as improbable as we might
want to believe [11]. There is at least tacit consensus that preventing and avoiding
war is a high global priority. Autonomous weapons systems could help in this
regard: It is possible that autonomous weapons would lead to the end of war
altogether.

Warfare is enormously costly, both in terms of financial expenditure as well
as in terms of human lives. War means that humans risk their lives in order
to fight and kill enemy combatants. War results in suffering and death on the
battlefield, but it also does more subtle mental and cognitive damage to soldiers
and other kinds of military personnel [12], and war causes great suffering for
civilians who are directly or indirectly affected by war. This could drastically
change with autonomous weapons.

Imagine a war between two countries in which all fighting is done entirely
via autonomous weapons. On the battlefield, autonomous weapons are pitted
against other autonomous weapons. No humans make decisions on the battlefield,
and no human combatants are harmed or killed on the battlefield. Such a war
is not a traditional war, but rather something like a war game: A violent con-
flict with real-world political consequences, but without the immediate human
sacrifice associated with regular war. Over time, the prospect of war as war
game might change the perception of the strategic role of war in and of itself.
If war transforms from an act of actively killing human adversaries into an act
of tactical and strategic combat engagement of warfare machinery, the utility
of warring might diminish. If two or more parties are engaged in a war game
with autonomous weapons, the conflict at hand might become very protracted.
Autonomous weapons are both more expendable and more fungible than soldiers.
Even large initial differences in warfare capability between the warring parties
might vanish soon after a conflict begins. Even small countries might be able to
swiftly ramp up the procurement of autonomous weaons, be it through their own
production, be it through international weapons manufacturers, or be it through
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support by allied countried]]

Protracted military conflicts are against the strategic interests of any military
force. The prospect of war as war game might thus diminish the utility of war.
Ultimately, this diminishing utility of war might end war altogether, since other
means of pursuing interests (diplomacy, bilateral and international cooperation,
soft power) might prove to be more effective. While the adoption of autonomous
weapons might bring about the end of war in this manner, the probability of this
outcome is very low. In order for this outcome to become reality, a number of
conditions have to be met, such as the universal adoption of autonomous weapons
as the only means of conducting war. It is highly improbable that such a complete
shift towards autonomous weapons will happen anytime soon. Overall, I believe
that the probability for this outcome is somewhere around 0.01 to 0.05.

2.2 Good outcome: Moral improvements on the battlefield

War has always created suffering. Over the centuries, however, the morality
of warfare has improved. For example, spoils of war for the victors, including
raping women and pillaging, used to be common military practice. Today, there
are jus in bello rules that define morally acceptable and morally unacceptable
behavior during warfare. These rules are the rules that comprise international
humanitarian law, both as formal treaties and as customary law [13].

The broad strokes of humanitarian law, such as the Geneva Conventions,
are almost universally accepted. However, humans make errors, and we can be
irrational, emotional, sadistic, psychopathic, and so forth. Morally acceptable
behavior in war is difficult to monitor and almost impossible to enforce. Au-
tonomous weapons could make a significant positive impact in this area: Since
autonomous weapons achieve their goals with the help of artificial intelligence,
that artificial intelligence can be designed in such a way that moral principles of
humanitarian law are at the top of the autonomous weapons’ utility function [14,
15} [16]).

All the errors and biases that we humans are prone to do not exist in artificial
intelligence (Unless we design the artificial intelligence in such a faulty way.). In
addition, the rules of humanitarian law can be very explicitly and formally imple-
mented in autonomous weapons, without the possibility that the autonomous
weapon can override those rules. After all, artificial intelligence is simply a
utility-maximizing apparatus that seeks to achieve the goals it is designed to
achieve. This is a very simple point, but one that might run counter to a more
intuitive understanding of morality in the context of artificial intelligence. We

ICountries are very cautious when it comes to actively participating in military conflicts with
their own armed forces. Providing autonomous weapons to allies, on the other hand, would not
amount to active participation in the conflict at hand.
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might feel that artificial intelligence is intrinsically «bad» or «evil» because it is
only a machine, not a human. In reality, however, artificial intelligence is merely
a tool that performs (some) tasks better than humans, precisely because it does
not suffer from our human limitations. If our goal is to wage war in a morally
acceptable manner, then artificial intelligence could help us do so better.

I believe that the probability for this outcome is very high, somewhere between
0.8 and 1.

2.3 OK outcome: Mutually assured Al destruction (MAAID)

One consequence of autonomous weapons could be that warfare capabilities might
proliferate. In the past, a country’s military capabilities have been, to a degree at
least, a function of the country’s size and wealth. With autonomous weapons,
that might change, because autonomous weapons machinery could be relatively
cheap and readily available. Artificial intelligence software is scalable: You do
not need to create new software for each piece of weapons machinery. Artificial
weapons machinery, in turn, could be cheap and mass produced. Whereas a single
traditional bomber jet costs millions of US Dollars, small, unammed drones cost
only a fraction of that. The difference in firepower could easily be compensated
by greater numbers.

Autonomous weapons, therefore, might result in a greatly levelling arms race:
Large military forces would remain large, but very small military forces might
catch up significantly and rapidly. Rapid dissemination of military capability
might not seem like a desirable development. It might, however, result in a sta-
ble equilibrium that reduces the overall probability of armed conflict: Mutually
assured Al destruction, or MAAID. Mutually assured destruction, or MAD, is
a game-theoretic concept that aims to explain why the Cold War between the
United States and the Soviet Union remained cold [17,|18]. According to the MAD
explanation or doctrine, knowing that one’s adversary will respond by nuclear
destruction if attacked with nuclear weapons creates an equilibrium through de-
terrence. No rational actor has anything to gain through a nuclear attack. MAAID
might have a similarly deterring effect that creates a stable equilibrium: Since
autonomous weapons capabilities are very similar even between large and small
countries, it would be rational for all actors to assume that any potential adversary
is able to match their own military capabilities. Such an assumption is rational
because software scales regardless of country and military size. Even a tiny mili-
tary force could defeat the greatest military force if its artificial intelligence was
sophisticated enough.

MAAID seems like a somewhat plausible outcome, but a MAAID equilibrium
is much less probable than a MAD equilibrium. Nuclear weapons have imme-
diate catastrophic destructive consequences, whereas automated weapons do
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not, limiting their deterrence power. Furthermore, the damage that can be done
with automated weapons requires more decisions and more complex decisions
than launching strategic nuclear weapons. Launching a nuclear counterattack is
a single decision that results in complete destruction, whereas a counterattack
with automated weapons is a more complex, regular military operation. Unless
automated weapons become so potent that a single decision can have similarly
far-reaching catastrophic consequences as nuclear weapons, MAAID is unlikely.
I believe the probability the MAAID outcome is low, somewhere between 0.05
and 0.15.

2.4 Bad outcome: Lowering the threshold for engaging in
war

Engaging in armed conflicts is a costly affair in several ways. There are immediate
financial costs that armed conflicts incur, and there are political, social, and moral
costs. For example, some people might not care much about the cost of armed
conflict, but they might care about the human suffering their soldiers and civilians
on the battleground might experience. Political decision-makers as well as the
public are usually hesitant when it comes to engaging in armed conflict. The
cost-benefit analysis of armed conflict might change with the introduction of
autonomous weapons.

Deploying autonomous weapons would not be without costs. Creating, main-
taining and deploying autonomous weapons requires financial resources, and
armed conflict waged with autonomous weapons would still have political, social,
and moral implications and consequences. However, some costs of autonomous
weapons are almost certainly lower than costs of regular warfare. Primary among
them is the question of loss of human life: Contrary to regular warfare, warfare
through autonomous weapons could play out without putting any human soldiers
directly in harm’s way. If all conflict parties were to use autonomous weapons,
this cost could be reduced further still. If the fighting is taking place predomi-
nantly or exclusively between autonomous weapons, then few to no human lives
have to be lost. In addition, civilian victims and casualties might be avoided,
perhaps altogether, if autonomous weapons outperform humans in adhering to
humanitarian law.

Reducing the cost of warfare is, in principle, desirable, because lower costs
means that military goals can be achieved with fewer resources. But there is a
downside to reducing the cost of war: If armed conflict becomes less costly, that
could be an incentive for engaging in armed conflict more often. Reducing the
cost of war might, in other words, lower the threshold for engaging in war. Costs
are not the only determinant of war, of course (goals are the primary determinant),

10
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but lower costs act as an incentivizing mechanism: If one has less to lose, then
taking action might become more appealing, simply because the cost-benefit
relationship has shifted in favor of the benefits. Overall, however, the threshold-
lowering property of autonomous weapons is likely to be limited because the
decreases in costs induced by autonomous weapons will probably remain limited.
I believe that the probability for this outcome, therefore, is low, but not trivially
low, somewhere between 0.1 and 0.2.

2.5 Worst outcome: Disrupting the chain of command (and
creating new security risks)

A core principle of military action is that there is a chain of command at all times.
The military is a strictly hierarchical organization in which commands are given
in a clear and unambiguous manner. This means that decision-making in the
military is explicit and explicitly top down. Autonomous weapons disrupt this
military chain of command to some degree because they make decisions that are
neither controllable nor comprehensible or replicable after the fact.

On a tactical level, autonomous weapons simply try to achieve the goals they
are given; they «follow orders», so to speak. In doing so, they might be much more
efficient and effective than human soldiers. However, the decision-making process
is categorically different with autonomous weapons. What makes autonomous
weapons autonomous is precisely the fact that they make some decisions au-
tonomously, without a prior command to do so. This means that autonomous
weapons can be given goals and a general set of behavioral guidelines, but the
very specific decisions autonomous weapons have to make on the battlefield are
outside the military chain of command. One area in which autonomous decision-
making by autonomous weapons is apparent is the problem of targeting [19]. In
many, if not all military operations, potential targets have to be identified and
classified as part of the tactics at hand as well as of the overall military strategy.
As much targeting as possible is done beforehand, in order to, for example, engage
in a battle with as good a plan as possible. However, it is practically impossible
to pre-program an autonomous weapon with a complete list of targets and then
field it, because identifying and classifying targets is an inherently dynamic and
to some degree stochastic process that cannot be completely performed a priori.
That is why truly autonomous weapons have to perform targeting autonomously,
and then make decisions based on their autonomous targeting. Such decisions by
autonomous weapons do not only disrupt the military chain of command during
a mission. Even after a mission, the decisions made by autonomous weapons are
only partially or not at all understandable and replicable [20]. This means that
autonomous weapons disrupt the military chain of command during battle, and

11
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there is no clear path towards understanding autonomous weapons’ decisions
after the fact.

Disrupting the chain of command with autonomous weapons is not only a
matter of military principle. When truly autonomous weapons are deployed and
they make decisions autonomously, the military force that has deployed them has,
effectively, not only given up command, but also control. More specifically: The
moment an autonomous weapon is deployed, the military force that deployed
it cannot know whether the autonomous weapon is acting based on its internal
artificial intelligence, or based on interferences from the enemy forces or even
some other third party. This means that autonomous weapons create an enormous
security risk for the military: Hostile military forces and other kinds of adversaries
have obvious incentives to tamper with one’s autonomous weapons, and as soon
as any single autonomous weapon is fielded, there is no way of knowing whether
the weapon has, indeed, been tampered with or is being tampered with at that
very moment.

Autonomous weapons have the potential of disrupting a core principle of the
military, chain of command, and they potentially represent an enormous security
risk. Those consequences are not consequences of badly designed or of otherwise
flawed autonomous weapons — they are direct consequences of the mere idea of
autonomous weapons. If a weapon is supposed to be actually autonomous, then
it is unavoidable that it disrupts military chain of command and that it creates an
enormous security risk. Therefore, the probability for this outcome is 1.

3 Conclusion: A strategic paradox

Autonomous weapons are of interest to military forces around the world because
such weapons might be able to achieve military goals more effectively and more
efficiently than traditional weaponry. Autonomous weapons are a potentially
enormously valuable strategic asset, and it is understandable why military forces
are in the process of pursuing this asset. Implementing autonomous weapons
might result in different outcomes with different probabilities. Those outcomes
are summarized in

A highly probable positive outcome of implementing autonomous weapons
are moral improvements on the battlefield. Unfortunately, the most probable
outcome is highly undesirable: A disruption of the military chain of command.
Such a disruption goes against an important military principle, and it creates a
new source of security risks. The result is a strategic paradox for the military:
Autonomous weapons might help the military achieve goals more effectively and
efficiently, but they would also strategically undermine the military by disrupting
the military chain of command and by creating great security risks.

12



The strategic paradox of autonomous weapons ZIPAR Policy Brief

Table 1: Summary of plausible outcomes of implementing autonomous weapons.

Outcome Desirability ~ Probability
End of war. best 0.01 - 0.05
Moral improvements on the battlefield. good 0.8-1
Mutually assured Al destruction (MAAID). OK 0.05-0.15
Lowering the threshold for war. bad 0.1-0.2
Disrupting the military chain of command. worst 1

4 Policy recommendations

Autonomous weapons would almost certainly result in a disruption of the military
chain of command and the security risks that follow from that. Even though
autonomous weapons could have significant positive impact in other contexts of
military behavior and decision-making (most notably with regard to adherence
to humanitarian law), the negative impact of autonomous weapons is both most
probable and categorical. We therefore need appropriate policy responses to this
problem.

4.1 Military level: Abstaining from autonomous weapons

Individual military forces should abstain from implementing autonomous weapons
into their weaponry and into their strategy. Preventing military forces from doing
so might be achieved by national policy that prohibits autonomous weapons.
Explicitly codified policy, however, might not even be necessary: It is hard to
imagine any military voluntarily disrupting their chain of command and thus
voluntarily exposing itself to an enormous security risk. Military decision-makers,
including higher ranking military personnel as well as elected politicians and ap-
pointed civilians in the legislative and executive branches, should be made aware
of the negative consequences of autonomous weapons. Once the adverse implica-
tions of autonomous weapons become clear, so will the case against autonomous
weapons.

4.2 International level: Codification of an ordo belli

Warfare is currently regulated, or at least evaluated, through the principles of jus
ad bellum (rules for engaging in war) and jus ad bello (rules for behavior in war).
In addition to those two principles, a third one seems in order. Something that
might be referred to as ordo belli, the order of war. The goal of this new set of
principles would be to make explicit the way in which a military force needs to

13
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operate in order to be considered legitimate. One guiding principle of the order
of war should be the presence of a military chain of command.

The problem of the chain of command is not an entirely new one. For exam-
ple, private military contractors are at least partly outside the military chain of
command, even though they simply pursue goals given to them by their «clients»,
the military [21]]. Codifying a set of principles that guide the order of war would
therefore not only help with the regulation of autonomous weapons, but with
other problems regarding the military chain of command as well. If one of the
goals of an order of war is to preserve the military chain of command, then a
likely outcome is that autonomous weapons will be banned for many military
applications, and possibly altogether.

14
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